
   

 

5.3 Response time objective (RTO) 

 

The time frame for resuming a business activity (setting an activity’s RTO) should take 

into account dependencies on related activities and the complexity of the recovery 

process. 

Organisations with complex recovery processes can set multiple RTOs for a range of 

acceptable capacities. 

When considering the dependency of activities on information and data, the 

organisation should ensure that information and data required for an activity to be 

resumed will be current. An important concept in this regard is the point up to which 

information and data used by an activity is restored to enable the activity to operate 

upon resumption (the time frame for resuming an activity). 

The organisation may use the term “recovery point objective (RPO)” to achieve this. The 

RPO can be used to determine the frequency of backup needed to avoid unacceptable 

loss of data and information, and other work-in-progress that could prevent an activity 

from being resumed. 

5.3.1 Risk assessment (see Annex A) 

The organisation should understand the threats and vulnerabilities relevant to the 

resources required by the organisation’s activities, particularly those: 

• resources required by activities identified as high priority; 

• where the replacement lead time for the resource is longer than the activity’s 

recovery time objective. 

5.3.2 Resuming and recovering prioritised activities 

Setting RTOs for resuming prioritised activities at agreed capacity enables the 

organisation to identify strategies to shorten the period of interruption, reduce impacts 

and enable the timely recovery of prioritised activities. 

Compatible RTOs should be set for the dependencies and supporting resources. 

Organisations should determine the capacities at which dependencies and supporting 

resources can be resumed. When setting these RTOs, the organisation should consider: 

• backlogs and time needed to recover lost information; 

• the complexity and scale of recovery requirements or the need for specialist 

equipment with a long lead time. 

 

 



   

5.3.3 Selection of strategies and solutions 

 

Business continuity solutions for resuming or recovering a prioritised activity can often 

be expensive. Where the organisation estimates this to be the case, it should either 

select alternative solutions that are acceptable and meet its business recovery objectives 

or treat affected products and services as exclusions from the scope of their business 

continuity plan. 

5.3.4 Resource requirements 

5.3.4.1 General 

The organisation should determine the resource requirements to implement selected 

solutions. 

5.3.4.2 People – Incident response 

Personnel may be assigned to teams according to their demonstrated competence in, for 

example: 

• recovery of ICT systems; 

• training appropriate for incident response and business recovery personnel 

includes: 

• incident assessment; 

• evacuation and shelter in place management, if applicable to the scope; 

• arrangements at alternate worksites; 

• techniques for handling internal and external communications effectively; 

• dealing with people aspects (see ISO/TS 22330). 

5.3.4.3 Information and data 

Any information or data required to enable the organisation’s response and recovery 

should have appropriate: 

• confidentiality (e.g. if the activity is moved to another location); 

• integrity: that information and data are reliable and can be trusted; 

• availability: that information and data are available as quickly as the activity 

requires it (i.e. within the activity’s RTO); information and data required during the 

response can be required immediately while other information and data may not 

be required until after the incident; 

• currency: as up to date as required enabling the activity to operate, though 

information lost due to the incident may need to be recreated and data may need 

to be restored. 

Information and data solutions for the recovery of information and data that has not yet 

been copied or backed-up to a safe location should be documented. 

5.3.4.4 ICT Systems 



   

In many organisations, activities cannot be performed without ICT systems and they 

should be reinstated before activities are resumed. Where it is possible and practical, the 

organisation should implement manual workarounds while its ICT systems are being 

reinstated. 

Techniques for providing ICT systems required by prioritised activities may include 

contracted provision of equipment or recovery services. 

Attention should be given to: 

• the location of technology sites and the distance between them; 

• distributing technology across separate sites; 

• providing adequate facilities for increased numbers of users with remote access; 

• setting up un-staffed (dark) sites as well as staffed sites; 

• improving telecommunications connectivity and increasing levels of redundant 

routing; 

• providing automatic “failover” instead of requiring manual intervention to 

reinstate ICT systems; 

• accommodating the obsolescence of ICT systems. 

5.3.4.5 Safety & Welfare during recovery 

Special attention should be paid to any groups with physical and learning disabilities or 

other specific needs (e.g. pregnancy, temporary disability due to injury). Planning in 

advance to meet these requirements can reduce risk and reassure those affected. The 

long-term impacts of incidents should not be underestimated. The organisation should 

develop appropriate solutions, including consideration of relevant social and cultural 

issues, to promote employee safety and wellbeing within the organisation. 

 

 


